Enhanced email security settings

Email is an area of increasing vulnerability, requiring both the end user (the email address owner) and the mail server to be

more vigilant and responsible. As a result your email can now only be accessed by using secure access (SSL) For many this is

already in place, but for some there may be some changes required to your email program. You can see the changes you need

to make for Outlook below. These settings may look different on your program but they all need to use the values below. You

don’t need to make any changes if you use webmail. Further information can be found at:

http://tservices.co.uk/email-configuration-settings/

How to make the changes in Outlook

File, Account settings, account settings... add and remove...
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E-mail Accounts
You can add or remave an account. You can select an account and change its settings.

E-mail  Data Files RSS Feeds SharePoint Lists Internet Calendars Published Calendars Address Books

a New.., 'ﬁ“ﬂepa\r.‘. = Change... x Remove +

MName Type

& example@virtualriders.net POP/SMTP (send from this account by default)

Selected account delivers new messages to the following location:

Change Folder  example@virtualriders.net\Inbox

in data file C:\Users\chris\..\Outlook Files\example@virtualriders.net.pst

Close
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Change Account

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information

Your Mame: example@virtualriders.net

Test Account Settings

We recommend that you test your account to ensure that

The changes to be made are in the account settings. In older versions of Outlook this is under tools, In newer versions, go to

The box that pops up will have your email address (account)
in the middle area. Click it once (it turns blue) and then
press Change (above that box). You may have more than
one account. If they use our servers, then each will have to
be changed.

Once you have clicked the Change box you will be shown
the screen below,

X Your email address will be
in the boxes where
example@virtualriders.net
appears. Your password
will be in the bottom box
where the stars are.

the entries are correct.

Email Address: example@virtualriders.net

Server Information

Test Account Settings ...

Account Type: POP3

Incoming mail server: ceres.uksrv.co.uk

clicked
Outgoing mail server (SMTP): | ceres.uksrv.co.uk
Lagon Information
User Name: example@virtualriders.net

Password:

Remember password

[]Rrequire logon using Secure Password Authentication (SPA)

[] Automatically test account settings when Next is

YOU DO NOT NEED TO
CHANGE THOSE ENTRIES.

The server settings need to
be the same as in the box-
] estotheleft:

ceres.uksrv.co.uk

Make sure Remember
Password is ticked.

Mare Settings ... That’s the first bit done.

Now press the button
titled More Settings...

Cancel
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Internet E-mail Settings x Having pressed More Settings, this is the screen that pops up. You can see there

are 3 tabs. The General tab does not need to adjusted.

General Qutgoing Server Advanced

Mail Account

Type the name by which you want to refer to this account. For
example: "Work" or "Microsoft Mail Server” t

example@virtualriders.net
Other User Information
Organization:

Reply E-mail: E

Internet E-mail Settings X

General Outgoing Server  Advanced

;My outgoing server (SMTP) requires authentlcatlcni

(@) Use same settings as my incoming mail server

() Log on using

Remember password

Reguire Secure Password Authentication (SPA) 15‘

Click on the second tab, Outgoing Server.

The Outgoing Server settings needs to be ticked to require authentication.
And you need to be using the same settings as the incoming server.

(O Log on to incoming mail server before sending mail [+
The final changes need to be made under the Advanced tab.
_OK Cancel

Internet E-mail Settings

General Outgoing Server Advanced
Server Port Numbers

Incoming server (POP3): | 895 Use Defaults

Tick the box where is says This server requires an en-
crypted connection and make sure the Incoming Server
(POP3) has 995 in the box. If it says IMAP then 993
needs to be in the box and the encryption type is SSL.

Make sure the outgoing server (SMTP) value is set to

[] This server requires an encrypted connection (S5L) I 465 and
re
Qutgoing server (SMTP): | 465 et The encrypted connection type is set to SSL
Use the following type of encrypted connection: | 5SL
| You can make changes to the delivery settings if you
Server Timeouts st wish—they don’t impact on picking up the mail, just on
Short ¥ Long 1 minute - your mail box getting full.
Delivery E

[]Leave a capy of messages on the server
[v]Remove from server after |gg & days

[JiRemove from server when deleted from 'Deleted ltems",

Press the OK button and then press the Next button.
Outlook will then check the settings. If all is well a new
dialogue box popsup with 2 ticks. Press Close and then
press Finish.

YOU HAVE NOW COMPLETED THE CHANGES.

If there is a problem a password request box pops up.
Do not bother to enter different details here, Just press
cancel and check all the settings again. If it fails again
call 07910565410.



